Chrobak v hlave
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» Pospat si

e Vybavit maily

* Hodit par fotiek na Instagram

* Pridat novy status na Facebook
e Stiahnut si novu muziku

e ...pripadne si vypocut tu uz skor stiahnutu ...

e Pozriet si dobry film

e Pripadne sa nieco nové naucit, Ci ?

Co by ste stihli za najblizdich 90 minut ?

e Internet je GENIALNA VEC a bez neho by dnes

¢lovek mozno aj umrel ... ©
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Clovek ktory vydrzal rok bez Internetu
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"Go iné sa da stihnut
(a) za menej ako 90 minut)
e Prist o dobré meno
e Prist o sukromie
* Prist o peniaze
e Prist o firmu
e Prist o zivot ... :-/

Malware Shuts
Down Operations

at Hospitals ' =
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Reklamny blok: Kto som

e Peter Matej (Ing., v IT 30 rokov, 25 rokov security)

e .pobvodom” kybernetik, potom: OS admin,
networker, ,hacker®, pedagog, skolitel, security
architekt analytik, konzultant, ,security evanjelista®

1 JQ ®
eMsec INTQS

eeeeeeeeeeeeeeeeeeeeeeeeee Internet Securlty

o Zivim sa Setrenim pefazi
iInym spoloCnostiam
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4 ™
Vasa dnesna seminarna ,uloha” ?

KOMUNIKOVAT TEMU
INFORMACNA BEZPECNOST

?
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Information security: slide 14/50
(aj takto sa da prednasat’ © )

pridelenie pristupovych prav do uréenych informacnych systémov osobnych udajov
prevadzkovatela v rozsahu nevyhnutnom na plnenie jej uloh v rozsahu jej pracovného
a funkéného zaradenia,

opatovné poucenie, ak doslo k podstatnej zmene jej pracovného alebo funkéného
zaradenia, a tym sa vyznamne zmenil obsah naplne jej pracovnych Cinnosti, alebo sa
podstatne zmenili podmienky spracuvania osobnych udajov alebo rozsah
spracuvanych osobnych udajov v ramci jej pracovného alebo funkéného zaradenia,

porusenie povinnosti ml€anlivosti uloZenej podla § 22 ods. 2 zakona

C. 122/2013 Z. z., ak je to nevyhnutné na plnenie uloh sudov a organov Cinnych

v trestnom konani podla osobitného zakona alebo vo vztahu k Uradu na ochranu
osobnych udajov Slovenskej republiky (dalej len ,urad") pri pIneni jeho uloh podfa
zakona €. 122/2013 Z. z.; ustanovenia o povinnosti miCanlivosti podla osobitnych
predpisov tym nie su dotknute

vykonavanie spracovatelskych operacii s osobnymi udajmi v mene
prevadzkovatela, vratane osobitnej kategorie osobnych udajov, v rozsahu
nevyhnutnom na plnenie pracovnych uloh vyplyvajucich z pracovného zaradenia,

odmietnutie vykonat’ pokyn k spracuvaniu osobnych udajov, ktory je v rozpore
S0 vSeobecne zavaznymi pravnymi predpismi alebo dobrymi mravmi,

na profesionalny pristup kontrolného organu pri vykone kontroly,

@ Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22 32018
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Socialne inzinierstvo

Manipulacia Cloveka za ucelom ziskania
Istych pre ,manipulanta” prospesnych vyhod.

e Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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Sposoby utokov v soc. inzinierstve

» /Zber volne (verejne) dostupnych dat o cieli utoku
e Aj vyberanie smetnych kosov

 Fyzicky ,utok™ / kontakt (servisny pracovnik,
udrzba ...)

» Psychologicky utok

Informaéna bezpecnost: sme, alebo nie sme pripraveni ? 22 32018
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NajCastejsie pouzite metody
e Podvodny mail, alebo falosna web stranka
 Telefonicky hovor

e Dorucenie reklamnych materialov na CD, DVD

 Pohodenie USB / ponechanie na zaujmovom
mieste

e Pripadne in€ zariadenie... SD karta
e Ponuka vyskusat sluzbu zadarmo

@ Informacna bezpecénost: sme, alebo nie sme pripraveni ? 22.3.2018 /
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Studie ,spravania sa“

Universitat des Saarlandes, Germany
f.gassmann@mx.uni-saarland.de

Abstract. We report the results of a field experiment where we sent

to over 1200 university students an email or a Facebook message with

a link to (non-existing) party pictures from a non-existing person, and

later asked them about the reasons for their link clicking behavior. We
registered a significant diference in clicking rates: 20% of email versus
42.5% of Facebook recipients clicked. The most frequently reported reason
for clicking was curiosity (34%), followed by the explanations that

the message fit recipient's expectations (27%). Moreover, 16% thought
that they might know the sender. These results show that people's decisional
heuristics are relatively easy to misuse in a targeted attack, making

defense especially challenging.
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Studie ,,spravania sa“ 2

* Reakcia ,bezného” Cloveka — 2 experimenty:

« University of lllinois Urbana-Champaign campus - 297
USB rozhodenych po univerzithom komplexe —
obsahovali subor ,final exam™ alebo ,spring break
pictures” a linku na dotaznik.

» University of lllinois Urbana-Champaign, University of
Michigan a Google — 6 univerzitnych komplexov

* Rovnaky vysledok — cca 50% USB
kfu€ pouzilo (u 68% bol dévod obyCajna zvedavost)

Désledky mozu byt zniCujuce !

Informacéna bezpecnost: sme, alebo nie sme pripraveni ?
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Riziko socialnych sieti

* Obrovska centralizacia osobnych udajov/mformaﬁ ktore .

predtym neboli nikde publikované P
e Znizena ostrazitost uzivatelov #\\‘k““/ /
e Masove spravanie sa uzivatelov

,@A:”\_J T
e Obrovské mnozstvo osobnych udafd/ ﬁ? ;ﬂf\“’“‘\ﬁ
spravania sa, umoznuje vyuzivat & Ki ’\‘
nové metodiky sledovania —
spravania sa pouzivatela a predikovania jeho reakcie

» Centralizacia fotiek, videi, komentarov, ktoré su
jednoducho spojitelné s konkrétnou osobou

e Zjednoduseny pristup k osobnym informaciam jednotlivca

- /




effectively managed security

1. pribeh: Sophie Curtis

,Neveriaci Tomas" resp. reportéerka v
novinach The Telegraph (UK)

https://www.telegraph.co.uk/technology/internet-
security/11153381/How-hackers-took-over-my:-
computer.ntml

@ Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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Sophie Curtis - The Telegraph

» Eticky hacking reportérky novin The Telegraph - postup
Podpisanie zmluvy s hack timom spolocnosti Trustwave

Scan socialnych sieti s ciefom zistit spravanie sa a zaujmy
,ciela® (Facebook, Twitter, LinkedIn)

Zistovanie zranitelnosti a priprava exploitu

Podhodenie faloSného kontaktu a faloSnej témy na spracovanie
do novin, ukazka témy v archivovanom tvare v pdf-ku

= faloSny .rar s faloSnym .pdf bol v skutoCnosti .exe subor
Instalovanie maleho kodu do pocitaca

- Vytvorenie BotNet a prevzatie kompletnej kontroly nad
pocCitacom

- QOvladanie kamery, mikrofonu, scan obrazovkyj, ...

@ Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22 32018
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effectively managed security

2. pribeh: Ryba na haciku

Nevinny mail, ktory zlatu rybku donutil
zaplatit privysoke vykupné

@ Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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Rybarcenie = Phishing
o Ak chcete ulovok, musite pouzit navnadu ...

e Toto nie je navod !

@ Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22 32018
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,nevinny, neskodny mail”

» Socialne inzZinierstvo — ,kazdy" je na socialnych sietach a
prezentuje svoje zaujmy / hobby / pracovné povinnosti

[ @ Nedodrzovani smémice 10/2008 - Mozilla Thunderbird =S .
Soubor Upravy Zobrazeni Plejit Zprava Enigmail Nastroje Napoyéda
& piijmout zpravy |~ [P Napsat @B Chat B Adresst | ' Stitek ~ =
) Odpovédét 4y Odpovédétviem |~ =P Preposiat P Presmérovat ¥ Archivovat € Nevyzidana poita Q Smazat Vice ~
Od Ing. Jana Kruta <janakrut@zcu.cz>

i1 Nedodriovani smérnice 10R/2008
' R U 2

vazeni,

0:39

pri kontrole bylo zjisténo, Ze mnoho zaméstnancl fadné necerpd dovolenou na zotavenou a porusuje
tim smérnici rektora 10R/2008 (viz priloha). Pokud jste na seznamu téchto zaméstnancd (viz druha
priloha) neprodlené mne kontaktujte, v opacném pripadé hrozi propadnuti nespravné cerpané
dovolené.

S pozdravem
Juor. Jana Kruta

Pravné-personalni vztahy

— '
" & 1piiloha: seznam.pdf 121 ki > & Ulozit |~
& oo

92% s
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Kto by podozrieval pdf, vsak ..."?

2. User opens email 3. Fake attached file is executed

™ o ™

1. Spearphishing email a

2

L |

&
¢
\311‘3\3‘,

5. Ransom message is displayed 4. File encryption

Ransomware - Modus Operandi
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... Amame problem

¥ Wana DecryptOr 2.0

Payment will be raised on

5/15/2017 15:58:08

Time Left

Your files will be lost on

5/19/2017 15:58:08

Time Left

Contact Us

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for away to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can I Recover My Files? I

Sure. We guarantee that you canrecover all your files safely and easily. But you have
not so enough time,

You can decrypt some of your files for free. Try now by clicking <Decrypt>

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment, After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever,

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Eitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

ORI L e A e d oo T I

Send $300 worth of bitcoin to this address

=

115p7UMMngoj1pMykpHijcRAfJNXj6LrLN |
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Désledky konania

e Tim externych pracovnikov analyzoval par dni celu
firemnu komunikaciu, aby zistili, Co vlastne uniklo

e Forenznou analyzou sa zistilo, ze pocitac z C&C
servera okrem Ransomware zrejme stiahol aj iny
malware, ktory mal sledovat hesla a tok
dokumentov v sieti spolocnosti

* Aj ked nakoniec niC vazne neuniklo, pracovnicka
dostala ,hodinovu vypoved” § 68 Zakonnik prace
,Zavazne porusenie pracovnej discipliny“ ®

e 7 A ...ano, existuju postupy ako riziko znizit

@ Informacna bezpecénost: sme, alebo nie sme pripraveni ? 22.3.2018




effectively managed security

3. pribeh: ,Socialny inzinier”

Navod, ako prist o milion dolarov

e Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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Mala firma, obchod s
polnohospodarskou technikou

e Z pohladu utoCnika mozno nezaujimava
spolocnost

» Ziadna banka... Co uZ sa da takej firme ukradnut
cez internet ...?

Informacna bezpelnost: sme, alebo nie sme pripraveni ? 22.3.2018
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Zacalo to ,nevinne” ...

(;&C Server

@ Informacna bezpelnost: sme, alebo nie sme pripraveni ?
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Osudny omyl

Monitorovany sposob komunikacies =

Suppliers of

CHANDLERS MACHINERY LTD

dOd évaterom a ‘ Agricultural and Industrial Machinery &
Po zaslani objednavky priSiel falosny PROFORMA INOICE NO. 30648

Aprilie 18 2016

1 ] r , “ L] r 1 ] -
mail od ,dodavatela“ s informaciou 0 s
Numarul de inregistrare: 01683985
Numar de TVA: GB 116258775

zmene banky dodavatela ol

Tel: +44 (0) 7594 20 29 77
x: +44

Obchodné oddelenie konalo rutinne  fess oo
a nepreverilo zmenu banky L — T e———

TVA

20% | €467,00 (EUR) €467,00 (EUR

1 milion dolarov opustilo firmu a

skondcilo na do¢asnom ucte v ¢ W

Total: | €2.802,00 (EUR)

.
l \n g | I C k u Pasul urmdtor: plata valorii facturii (EUR 2.802) trebuie trimisa prin

transfer bancar, direct in contul companiei:

.4 A4 L]
Na omyl sa priSlo az po urgencii na  pum g
Numele bancii: BARCLAYS BANK PLC
IBAN: GB69 BARC 2076 9033 6453 63
Numar de cont: 33645363

zaplatenie od realneho dodavatela e

Tara: Marea Britanie

OOOPS'!

Informacéna bezpecnost: sme, alebo nie sme pripraveni ?

Mr. William Saveron/ Sales Manager
CHANDLERS MACHINERY LIMITED
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Koniec smutny a nepoucitelny

* Peniaze skoncili v Nigerii ... nevymozitelne

26 Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018




effectively managed security

4. pribeh: STUXNET

Kyberneticka zbran, ktora ochromila
Iransky jadrovy program

@ Informacna bezpecnost: sme, alebo nie sme pripraveni ? 2P13.2018
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Jadrovy program v IRANE

@ Informacna bezpelnost: sme, alebo nie sme pripraveni ?
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Trocha historie

e 2003 — Iran rozmiestnuje rakety s dlhym doletom
schopné niest jadroveé hlavice (nema ich)

e 2004 — 40 ton uranu  —HF6 (hexafluoridovy plyn)
= prakticky krok k vyrobe atomovej zbrane

e 2005 — USA je za ,tvrdy zasah" a sankcie, Rusko
poskytuje technicke vybavenie a specialistov

e 2006/1 Iran obnovuje jadrovy program

e 2006/3 164 centrifug je funkCnych

e 2006 — 31. jul sankcie OSN

e 2006/8 15 novych pokrocilych centrifug ®

@ Informacéna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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4 R
Otazka... Ako dalej ?




(":’; Underground-structures,

R ot g < under construction,
a- ' o ; intended to house
N Y gas centrifuge cascades

.

Underground stoliéture, upder gpnsirubllon, -y
intended as a sSuppo lding
for the two cascage hgs

» Thick Wall

'

Administration Bullding 2

g
nmago:MiGlobo/Annolaﬂon: SIS
> “Imagp Qage: September 16, 2002

NATANZ, IRAN -~ CLOSE-UP

IMAGE CrepiT: DIGITALGLOBE
Dare oF IMAGE: 16 SEpTEMBER 2002

INSTITUTE FOR SCIENCE AND
INTERNATIONAL SECURITY

THE GAS CENTRIFUGE URANIUM ENRICHMENT PLANT AT NATANZ, IRAN.

Informacna bezpelnost: sme, alebo nie sme pripraveni ?

lran:
Natanz —
jadrovy
vyskum
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Ciel vSak nie je pripojeny na I-net

OUTBREAK: THE FIRST FIVE VICTIMS OF THE STUXNET WORM

The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009,
The attack started by infecting five carefully selected organizations

23.06.2009 28,06.2009 07.07.2009 23.03.2010 26.04.2010 11.05.2010 13.05.2010
@ L X J @ - @ L A B J ®
| al ’ | 1, /
| |1 / ! 7R /
| I\ / // A A ~
! i 2 - et e of oS
oo s TR b i A, gt e Dt SN A P
AT R I oo A A L.
s o S i e e e T e ——
)‘l’” N T s J A e e 2ol
l = e | 2 II l
T 3 \ 3 \FF GLOBAL
o EPIDEMIC
ol O
- =n
‘ -~
Foolad Technic Behpajoch Co. Neda Industrial Control-Gostar Kala Electric,
International Elec & Comp. Group, Jahed Company, Centrifuge
Enginearing Co, Engineering, component ICS varlor daveloper
ICS vendor ICS vendor, supplier
THE SOURCE
OF THE GLOBAL
STUXNET EPIDEMIC KASPERSKVe

Loy rgnt Kaspeesky Lal ZAO, 2014
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Ako sa to mohlo stat’ (a zrejme stalo)

Internet

erver Services

Programming
Station

PLC PLC PLC Maint Stn

@ Informacna bezpelnost: sme, alebo nie sme pripraveni ? 22.3.2018
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Specifika STUXNETu

- Stuxnet je Advanced Persistent Threat (APT)
zamerany na specificky ciel.
- Vo svojom Case — ked ho objavili- cca 2010 — bol

najkomplikovanejSim virusom / worm aky bol kedy
napisany.

- Virusy maju v priemere 10k bytes velkost. Stuxnet
mal 500 KB (a ziadna grafika !).

- Je nezvycCajne, ak dnes virus obsahuje Co i len jednu
zero-day zranitelnost. Stuxnet ich mal 4.

- Stuxnet sa tiez spraval ako rootkit — schovaval svoju
pritomnost a aktivitu

- Bol to prvy virus, ktory obsahoval kod na Supervisory
Control and Data Acquisition (SCADA) system.

Informacéna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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4 ™
Désledky Stuxnetu

e Koncom roka 2009 alebo zacCiatkom roka 2010 Iran
vyradil z prevadzky a nahradil priblizne 1 000
centrifug IR-1 v zavode na obohacovanie paliva
(FEP) v Natanz

o Stuxnet vyrazne spomalil jadrovy program Iranu a to
JemnejsSie” ako by to urobil priamy vojensky vpad

o Stuxnet vSak ukazal, ze je mozné napadnut aj
systemy, ktore nie su priamo pripojené na Internet.
Polozil zaklady novej hrozbe: Grid attack

The Institute for Science and International Security:
http://isis-online.org/isis-reports/detail/did-stuxnet-take-out-1000-centrifuges-at-the-natanz-enrichment-plant/
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23.December 2015

HUNGARY g

[ 13.2/13

Capacities, billion cu miye v o 0 3 o v A= IE'
Existing 23.7/Projected 33 - : R

Pipelines: 5 3 S

Cxng —
Propesed = = =«

Gas metsnng siahon @
Comprassor shion @
Mun oty gale sishion &
gt —

Oupul  wi

*Frojecied Iguses ara astimalas. Map doas not show RokGs such a5 undanground Somge, poduchion, and gis pocessing plams.

— Location of power system outage
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23.December 2015

e Prvy znamy a uspesny kyber utok na energeticku
infrastrukturu (power grid attack)

 Napadnuté 3 distribucné spoloCnosti

* Vypnutych viac ako 30 transformatorovni

e Cca 230 000 fudi bez s \I4
elektrickej energie |

» Vypadok od 1 do 6 hodin L B

PodrobnejSie: Robert M. Lee; Michael J. Assante; Tim Conway (18 March 2016). Analysis of the
Cyber Attack on the Ukrainian Power Grid. Defense Use Case (PDF). E-ISAC.

Informacéna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf

(-

STAGE 1 - Intrusion

Reconnaissance

Weaponization

Targeting

Delivery

Install / Modify

C2

Observable Steps

STAGE 2 - ICS Attack

Develop

Test

Deliver

Install / Modify

Exe cute ICS Attack

000 O |00 O 00

APT = Advanced Persistent Threat

Phishing E-mails

BlackEnergy 3

VPN & Credential Theft

Network & Host
Discovery

Malicious Firmware
Development

SCADA Hijack (HMI/Client)

Breaker Open
Commands

UPS Modification
Firmware Upload

KillDisk Overwrites

Power Outage(s)

Attack with Impact

PodrobnejSie: Robert M. Lee; Michael J. Assante; Tim Conway (18 March 2016). Analysis of the

Cyber Attack on the Ukrainian Power Grid. Defense Use Case (PDF). E-ISAC.
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https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf

6. pribeh: Slovensko

RansomWare s uspesnym koncom
... Ale ,bolelo to"

@ Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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4 N

Strategicke riesenia - design

Mobilna bezpecnost’ a

) — .' -------- ‘} Bezpecnost’ koncovych
Firewall —1 1 stanic
IPS - -
App Control , .
Identity Contr. St_agmgnt hostovskeho * Kontrola dat
Y wifi pristupu
URL Filtering * Kontrola zariadeni
Anti-Virus . "‘"'ng""\l + Sifrovanie dat
Anti-Bot L Check Point I RA I « Kontrola aplikacii
Threat Emulation , A i H == + Vzdialeny pristup
DLP DMZ . * Ochrana pred virmi
i : + Client firewall
Reporting J Vzdialeny pristup
_ VPN vzdialené sité
sETSEETTEETERESEESER IN —
8988

1 1

i i

I Web  Mail DNS |

K J

R — ’

Publikované sluzby

+ riadenie pristupu k
portom koncovych
stanic (USB) !

Pouzivatel'sky LAN Riadiace siete Segment Data Center Segment
Segment L. . . . } 2232018
K Informacna bezpecénost: sme, alebo nie sme pripraveni ? /




4 N
Funkcny DRP vas moGze zachranit
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Je dobré mat istenie (dobré istenie !)

Informacna bezpelnost: sme, alebo nie sme pripraveni ? 22.3.2018
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Co je Informa&na bezpednost ?
What ,,Wiki“ says?

Information security, sometimes shortened to InfoSec, Is
the practice of preventing unauthorized access, use,
disclosure, disruption, modification, inspection, recording or
destruction of

It is a general term that can be used regardless of the form
the data may take (e.g., electronic, physical).

Information security's primary focus is the balanced
protection of the confidentiality, integrity and availability of
data (also known as the CIA triad) while maintaining a
focus on efficient policy implementation,

all without hampering organization productivity

@ Informacna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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https://en.wikipedia.org/wiki/Information

/

\

Co hovori norma (ISO/IEC 27002) ?

Information
® ®
© Associate X!elato
© © s @ Classify

e Informacna bezpecnost: sme, alebo nie sme pripraveni ?

oré

Knowledge

Interpret

22.3.2018




IN THIS CORNER We HAVE

- FIREWALLS, ENCRYPT ION,

ANTIVIRUS SOFTWARE , ETC.
AND N THI9 COR’NER

we WAVE T VA\IG
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Preco sa zaoberat s IB/IS?
1. Zakonné dovody

e Zakon ¢. 2/5/2006 Z. z. o informacnych systemoch
verejnej spravy ...

o Zakon 45/2011 Z. z. - Zakon o Kriticke]
infrastrukture ...

e Zakon ¢. 351/2011 Z. z. o elektronickych
komunikaciach ...

° 0 ochrane osobnych udajov

o Zakon €. 69/2018 Z. z. o kybernetickej bezpecnosti

@ Informacna bezpecénost: sme, alebo nie sme pripraveni ? 22.3.2018
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https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2006/275/
http://www.zakonypreludi.sk/zz/2011-45
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2011/351
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2011/351
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2018/69/20180401
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2018/69/20180401

e

Preco sa zaoberat s IB/IS?
2. Pragmatické dovody

Vlastnim nieCo o co by som nerad prisiel

* Ako organizacia:
Financie
Zmluvy (odberatel'ské, dodavatelske)
Vyrobné postupy
Patenty

o Ako osoba:
Financie
Priatelstva a vztahy
Vysledky prace
Fotky, videa, hudba

@ Informacna bezpecénost: sme, alebo nie sme pripraveni ?
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Spat ku kyber utokom: Kto a PrecCo

2014 2015 2016

Legend

® Cyber Crime " Hacktivism ™ Cyber Espionag@ Cyber Warfare™ N/A

Source: Hackmageddon, hitp://www.hackmageddon.com/category/security/cyber-attack-statistics/
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http://www.hackmageddon.com/category/security/cyber-attack-statistics/
http://www.hackmageddon.com/category/security/cyber-attack-statistics/
http://www.hackmageddon.com/category/security/cyber-attack-statistics/
http://www.hackmageddon.com/category/security/cyber-attack-statistics/
http://www.hackmageddon.com/category/security/cyber-attack-statistics/

Ciel utoku 7 KTOKOLVEK !?

=) Hbf

s ——e—

Dresden Hbf

Radebeul Ost - Coswig (b. Dre)
m W ©.0re) - MeiRen Trieb
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Kedysi analégovy svet je dnes
digitalny.

STASI archiv, byvaly vychodny Berlin* Facebook datacentrum, Lulea, Svédsko**

. *http://afish.ca/2017-Deutsche-Demokratische-Republik-The-Stasi-Archives
**https://www.cnet.com/news/facebook-turns-on-data-center-at-edge-of-the-arctic-circle/
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Podla statistik vraj kriminalita klesa.

I Police recorded crime - year ending December I Police recorded crime - year ending March

Police recorded crime - year ending June —>—CSEW estimates excluding fraud and computer misuse

Number of offences

(thousands) + CSEW estimate including fraud and computer misuse

20,000

18,000 /x/)\\
16,000
/)/ \\ National Statistics
14,000 status removed
! from police
/ \‘\u recorded crime in
Jan 2014

12,000 x/;(
April 1998: !
10,000 Intrc’)lductionof '\(_{\ X ! +
’ x' 1
new Home :
Office counting April 2002: i
8,000 rules || Introduction of 1
! National crime
; recording standard 1
6,000 ! : i %
1 1 I
1 H !
0 4
1981 1983 1985 1987 1989 1991 1993 1995 1997 2001 2003 2005 2007 2009 2011 2013 2015 Yro¥r
end end
Jun Jun
6 '17

o Zdroj: https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/datasets/crimeinenglandandwalesbulletintables
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Digitalna kriminalita uz prekonava tu
klasicku.

Table E1: Fraud and computer misuse by loss (of money or property) - number and rate of incidents and number and percentage of

1 |victims, year ending June 2017 CSEW {Experimental Statistics)"?
2
3 |England and Wales Adults aged 16 and over
Numberof Percentage
Number of victims victims once
incidents  Rate per| (thousands)®  or more*
4 |Offence group* (thousands) 1,000 adults
5
ﬁlIFIU\UDs 3339 J 12 2765 6,0
I~
& | With loss, no or only partial reimbursement 567 12 500 11
g | With loss, fully reimbursed 1858 40 1550 33
10| Withoutloss 915 20 80 17
1
12| Bank and credit account fraud 2513 54 2062 45
13 With loss, no or only partial reimbursement 269 ] 21 05
14| With loss, fully reimbursed 167 36 1396 30
15 Without loss 573 12 510 11
16
17| Consumer and retail fraud® 27 16 674 15
18 With loss, no or only partial reimbursement 276 ] 268 0,6
19 With loss, fully reimbursed 185 4 165 04
20| Without loss 266 b 24 05
il
22| Allother fraud’ 100 2 79 02
23 With loss, na or only partial reimbursement 2 0 2 00
24| With lass, fully reimbursed 1 0 1 00
25 Without loss 76 2 57 01
pAl
27 |COMPUTER MISUSE 1607 J 35 1252 27
L0
29| Computer virus® 1071 23 84 18
30 With loss, no or enly partial reimbursement 303 7 276 06
31| Withloss, fully reimbursed 4 0 4 00
32| Withoutloss 764 17 554 12
33
34| Unauthorised access to personal information (including hacking) 535 12 458 1,0

* MedziroCny
narast len
pri
podvodoch
0 21%.

Zdroj: https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/datasets/crimeinenglandandwalesexperimentaltables
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Kriminalita a digitalny svet

e Kriminalita neklesa,

e presuva sa online ako vsetko
ostatne.




a ™
,Zivna poda“ pre Kyberkriminalitu

e Zavislost spoloCnosti od Internetu

e Kyberkriminalita sa stala vynosnym globalnym
biznisom
e Crime-as-a-Service

e Minimalna bezpecnostna gramotnost obrovského
mnozstva pouzivatelov

e Previazanost personalnych a pracovnych IKT
nastrojov

e Protokolova sada TCP/IP

@ Informacéna bezpecnost: sme, alebo nie sme pripraveni ? 22.3.2018
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Svet bude SMART ...CiI ?

R
s'ri INTERNE of
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Strategické bezpecnostné rozhodnutia

e Zodpovedny pristup k osobnym udajom (vlastnym a
cudzim)

* VVybudovanie a udrziavanie strategickeho bezpecnostneho
rieSenia (na produktoch svetovych lidrov)

* Do6sledne poznanie viastnej siete, komunikacie, aplikacii,
vCasné rozpoznanie podozrive] komunikacie

* Poznanie komunikacnych potrieb, predikcia rieseni, ich
testovanie az tak nasadenie do produkcneho prostredia

e Funkcné plany rieSenia havarijnych situacii (aj v IT)

e Rozumné regulacné opatrenia v oblasti informacCnej a

datovej bezpecnosti (nariadenia, smernice, opatrenia) a
kontrola ich dodrziavania
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Strategicke riesenia — start design

Mobilna bezpecnost’ a

) — .' -------- ‘} Bezpecnost’ koncovych
Firewall —1 1 stanic
IPS - -
App Control , .
Identity Contr. St_agmgnt hostovskeho * Kontrola dat
Y wifi pristupu
URL Filtering * Kontrola zariadeni
Anti-Virus . "‘"'ng""\l + Sifrovanie dat
Anti-Bot L Check Point I RA I « Kontrola aplikacii
Threat Emulation , A i H == + Vzdialeny pristup
DLP DMZ . * Ochrana pred virmi
i : + Client firewall
Reporting J Vzdialeny pristup
_ VPN vzdialené sité
sETSEETTEETERESEESER IN —
8988

1 1

i i

I Web  Mail DNS |

K J

R — ’

Publikované sluzby

+ riadenie pristupu k
portom koncovych
stanic (USB) !

Pouzivatel'sky LAN Riadiace siete Segment Data Center Segment
Segment L. . . . } 2232018
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Viacvrstvova ochrana perimetra:
Threat Prevention Solution

! Antiy Blocks download of &
\ SRS known malware infested files B\
Stops exploits of
known vulnerabilities

p— ARti-B Prevents bot damage
= from infected devices

Threat Stops unknown o i S

010101

Emulation zero-day malware in files W

——

& Threat Removes potentially i Jim
@& Extration malicious content from files W=

UNKNOWN




Antl-Ransomware

3‘( UPON
@ ONGOING DETECTION

THE INFECTION IS QUARANTINED

A Please do not power off or unplug your machine

Z\

\_/

RANSOMWARE DETECTED®

Anaiyzing th infection
= :

IOtk Por
BEHAVIORAL
ANALYSIS ANALYZE QUARANTINE
Constantly monitor Initiate Stop and

for ransomware - forensic guarantine all
specific behaviors analysis to elements of fiestere
analyze the attack encrypted files

attack details from
DATA SNAPSHOTS snapshots

Continuously create
short-term file
backupf/




Co na zaver ?

Raz aj human(oid) bude SMART !

: ;vt? |
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5 resultof st X
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or https:/fwww.googlesk/search?g=result +of +stuxnetBsource=Inms&tbm=rnw: s ﬂ’ 0\ Hi

LUUNL UNSEAES UELEIS Ul STUXNEeT [EdK PIuue
Politico (blog) - Jan 11, 2018

The court records say that on June 1, 2012, the day an excerpt from Sanger's book
appeared in the Times outlining the Stuxnet operation against Iran, a former ... The
court records were made public as a result of a court application filed last year by
the Reporters Committee for Freedom of the Press, which __.

Cyberattacks could lead to use of nuclear weapons

Mew Atlas - Jan 11, 2018

The world's nuclear weapons may be more vulnerable to cyber attacks than
previously thought and could result in an accidental missile launch ... The study
sites the Stuxnet virus, which crippled the Iranian nuclear weapon program when it
was introduced through a thumb drive, and reports that the ..

Will Trump go nuclear over cyber warfare?

IT PRO -Feb 2, 2018

Yes, cyber attacks can be extremealy disruptive, but they are generally speaking not
destructive and don't result in mass casualties. ... While there's never been any
official confirmation (and there probably never will be), it's widely thought that the
Stuxnet virus was crafted as a joint enterprise by US and ...

Giving Cyber Threats the Muclear Treatment

Innovation & Tech Today (satire) (press release) (blog) - Jan 20, 2018

Regardless of whether the decision was right or wrong, the results were devastating.
Seventy-two . The creation of Stuxnet continued to up the ante, as the virus was
used against a nation-state (Iran) during the Bush administration in the 2000s for the
purpose of disabling nuclear capability. VWith this new ...

Will explosive data exfiltration continue in 20187

Help Met Security - Jan 23, 2018

2 “As aresult, we should expect to see escalations and variations of similar attack
""" vectors this year” ... A nation-state with this power can bombard critical

Y4 infrastructure through increasingly sophisticated variations of attacks, sabotaging
core senices using attacks derived from Stuxnet and Dugu.




